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Formal Verification Formal verification uses mathematical techniques to exhaustively
check all possible states of a design to ensure its correctness.

For safe critic mission, exhaustive analysis is must.

SystemVerilog properties are used to describe design behavior
based on specification.

These properties are bound to design interface.

Formal verification tool checks the behavior described in properties
match with design implementation or not.

State Space

Formal Verification Setup (create related files)

Formal verification applications:
AEP: Automatically Extract Properties
FPV: Formal Property Verification
DPV: Data Path Validation ‘
FXP: Formal X-Propagation

FRV: Formal Register Verification
Formal Tool
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Formal Verification Workflow

blackbox.yml Module wrapper.sv Module if.sv Module.tcl

Problematic
Lots of manual work involved in FV workflow.

No

RTL/Constraints/Property Update

A

When related
RTL/FV test has
been updated

A
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Problems: FV Files Generation

@ O

Formal Verification Setup (create related files)

\\ §

blackbox.yml Module wrapper.sv Module _if.sv Module.tcl

Parameters

_ Input/output ports
b s —

Manual work

parameter
parameter

ount

clocking @(posedge ¢ endcloc

endinterface

bind rtl top rtl top if . ( u MD“
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Problem: Property Implementation

property valid state_ transition;
@{posedge clk) disable iff (!rst_n
current_state == IDLE && start_signal
endproperty
property conditional transition;
@(posedge clk) disable iff (!rst_n)

Formal Verification Setup (create related files)

A

: ! Work PI
|=> (current_state == ACTIVE); 'ork Plan

Module_if.sv

Item Owner Deadine Status  Priority

1 TaskMName 1 Person A Novs 1.5 NotStarted Bug

5 TaskName1Person€ Mov. 30
6 TaskName8Person A Dec. 31
7 TaskName2Perscn B Dec. 15
3 TaskNamed Person€ Dec. 30

current_state == ACTIVE && (counter »= threshold)) |=»> (current_state == DONE); 9 TaskName2Person & Nov. 30

endproperty

property multi cycle transition;
@(posedge clk) disable iff (!rst n

current_state == PROCESSING) |-> ##[1:5]

endproperty
property idle_state_outputs;
@(posedge clk) disable iff (!rst_n)

10 TaskMame 1PersonB  Dec. 31

current_state == COMPLETE);

current_state == IDLE) |-> (busy == 1'b@ &% valid out == 1'b@);

endproperty

InProgress Research
Completed Bug
InProgress Bug
Completed Research
Completed Bug
Mo Started Research

Module.tcl
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I Report regression results I

Problems: Regression Result Report

Summary Results
Property Summary: AEP Property Summary: FPV

= Constraint = Assertion
- # found I - # found
- # proven : - # proven
AEP Summary: - # falsified
= Vacuity
- # found : 8 = = Vacuity
- # non vacuous : B : - # found
- # proven : - # non vacuous

= Witness
- # found : = Witness
- # covered : - # found
- # covered
= Cover
- # found : = Cover
- # covered : - # found
- # covered
= Constraint

r“ - # found . > Constraint
mﬁ% ‘&v - # found

Manually check regression results

2

Emails sent out manually - Report AMDOT
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Automation in FV Workflow

blackbox.yml Module wrapper.sv Module if.sv Module.tcl

\[¢}

RTL/Constraints/Property Update

A

When related
RTL/FV test has

been updated
a
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Artifical Intellegence Tools

GitHub EH Deepseek
Copilot

Code suggestions and completions inside IDEs.

GitHub Copilot
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Automation in workflow

GitHub Copilot FV Files l

Prompts One command run One command launch GUI
Generate Python code Generate FV files Run FV test
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o

-+

thon function to generate a blackbox.yml file in which involves following lines:
'# The blackbox collection holds a list of RTL modules we wish to omit
# from the RTL file list. When VC Formal cannot find an RTL definition for

# a module instance it simply blackboxes it.
# We list all RTL files to be commented out, with one file per line. Note
# that the line must start with a hyphen and that there is a space between the
# hyphen and the RTL file name.
blackbox: "

generate_blackbox(self):
tcl_cfg = self.get tcl cfg_str()
module_dir = self.ip inst.lower()
self.write_str(self.tb_dirname,
self.tcl fn,
tcl cfg)

module_specific_if_path = os.path.join(self.th dirname, "src/verif/vcf", self.ip_inst.lower(), f"{self.ip_inst} if.sv") - GitHub Copilot
if not os.path.exists(module_specific_if path):
print(f“No module-specific interface file found at {module specific if path}")
print(f"Creating generic interface file {self.get_ifname()}.sv")
self.write_str(self.tb_dirname,
self.get_ifname() + ".sv",
self.get_sv_if_str())
else:

print(f"Creating {module_specific_if_ path}") 4_:& blackbox.yml
if self.has_wrapper: o i - i
self .write str(self.tb_dirname, File Edit Tools S5yntax Buffers Window Help

self.get_wrapper_name() + ".sv",

self.get wrapper_str()) = @I E! @

self.write_str(self.tb_dirname,

“cc_checklist.csv™, # The blackbox collection ho a list of RTL modules we wish to omit
. [ s R ST LR > # from the RTL file list. When VC Formal cannot find an RTL definition for
s e R # a module instance it simply blackb it.
Th:e Ei;c&b;x collection holds a list of RTL modules we wish to omit\n" 4 # We list all RTL file to be commen Ut" with one file per line. Mote
from the RTL file list. When VC Formal cannot find an RTL definition for\n" - 5 # that the line must start with a hyphen and that there is a space between the
a module instance it simply blackboxes it.\n" 6 # hyphen and the RTL file name.

#
#
#
“# We list all RTL files to be commented out, with one file per line. Note\n"
“# that the line must start with a hyphen and that there is a space between the\n"
# hyphen and the RTL file name.\n"

“#blackbox: "

return
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Automate FV Setup

.J|1'-J.r_.'|ur|.111':.1r: use
old TCL config fil

syne Tifo

must be respected

ame {(hit enter

as many resets as ai set. We nee
ame {(hit
Je are we T : high
y 1if have at

Generating interface from context *sync fifo®

fifo top L1T.sv

¢ fifo.tcl
fifo if.s
nnectivity.cswv
fifo wrapper.swv
. yml

Updata RTL

[

Initilization Configuration

No
Delete Run Directory?

l Yes

Directory Cleanup

l

No

A

Build and Compile (RTL)

!

PASS?
i Yes
User Input D EEE—

|

Formal Testbench Generation
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Properties Generation with Diagram

Generate the SystemVerilog properties for
formally verifying the FSM shown in the attached
diagram with the state defined as “reg [1:0]
stateCur”.

N ~b && ¢ && d

Copilot

=)

Assuming the states are encoded as:

Systemverilog ~ O Copy

localparam ST_A = 2'b68;
localparam ST_B = 2'b81;
localparam ST_C = 2'b18;

property p_A_to_B;
@(posedge clk) stateCur = ST_A && a && !b |=> stateCur == ST_B;

endproperty

property p_A_to_C;
@(posedge clk) stateCur = ST_A && b && e |=> stateCur = ST_C;

endproperty

property p_A_to_A;
@(posedge clk) stateCur == ST_A && !a |=> stateCur == ST_A;

endproperty

property p_B_to_C;
@(posedge clk) stateCur = ST_B && b && c && d |=> stateCur == ST_C;

endproperty

property p_B_to_A;
@(posedge clk) stateCur = ST_B && a && b |=> stateCur = ST_A;

endproperty

property p_B_to_B;
@(posedge clk) stateCur == ST_B && !b && e |=> stateCur == ST_B;

endproperty

property p_C_to_A;
@(posedge clk) stateCur = ST_C && !b && c && d |=> stateCur = ST_A;

endproperty

property p_C_to_B;
@(posedge clk) stateCur = ST_C && !b && e |=> stateCur == ST_B;

endproperty
property p_C_to_C;

@(posedge clk) stateCur = ST_C && b && c && d |=> stateCur == ST_C;
endproperty
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Example

Property Generation with Reference Code

Refer to the property req neg id prop in test if.sv to generate a property

Comments

e s
specification requires that ARID[2:8 2, ARID[18:4] must be the defined INIT_ID, and

ARID[26:11] must be the defined UNIT_ID

244 property req neg id prop (AxADDR, AxREADY, AxVALID, AxID, AxUSER, AxLEN, min_addr, max_addr,
245 XREADY, XVALID, xID, XRESP);

246 int my_txn_id;

247 ( (AXREADY && AxVALID &&

243 ((AxID[2:0]!= 3'h2) || (AxID[28:11] != INIT_ID)) &&

: (AxADDR inside {[min_addr:max_addr]})), my txn_id = AxID)

251 endproperty // req_neg_id_prop

25 f{ ======== Place your checker instantiations here ======

254 req_neg_id : assert (reg_neg_id_prop (

255 .AXADDR (XBAR__s_axi araddr ),
256 .AXREADY (s_XBAR_axi_arready ),
257 AXVALID (XBAR_ s_axi arvalid ),
258 .AxID (XBAR__s_axi_arid),

254 -AXUSER (XBAR__ s_axi_aruser),
AXLEN  (XBAR__s axi arlen ) s
261 .min_addr(UNIT_ID START),

262 .max_addr(UNIT_ID_END),

263 -XREADY (XBAR_ s axi rready ),
264 LXVALID (s _XBAR_axi rvalid ),

-xID (s _XBAR axi rid )
266 .XRESP  (s_XBAR_axi_rresp
- 3.

258 |=» '((xID == my txn id) && xVALID && xREADY)[*8:%] ##1 ((xID == my txn id) && xVALID && xREADY) && (xRESP == SLVERR);

req_size len_prop to check in a read request when size is less than 2 and read
2 data, the response of this request should have RRESP being SLV_ERR.

Copilot

// Property: req_size_len v 28
1/ Checks for size < 2 and reading 2 keys (AXLEN == 15), response should be SLVERR
property req_size len (AXADDR, AXREADY, AXVALID, AXID, AXUSER, AXLEN, min_addr, max_addr,
XREADY, XVALID, xID, xRESP);
int my_txn_id;
((AXREADY &8 AXVALID & (AXUSER < 2) & (AXLEN == 15) && (AXADDR inside {[min_addr:max_addr]})), my_txn_id = AxID)
|=> 1((xID == my_txn_id) && XVALID && XREADY)[*0:$] ##1 ((XID == my_txn_id) & XVALID &% XREADY) & (XRESP == SLVERR);
endproperty // req_size_len

req_size_len_check : assert property (req_size len (
AXADDR (XBAR_s_axi_araddr ),
AXREADY (s XBAR axi_arready ),
AXVALID (XBAR axi_arvalid ),
LAXID  (XBAR_axi_arid),
AXUSER  (XBAR_axi_aruser),
LAXLEN  (XBAR_s_axi_arlen ),
-min_addr (REG_ADDR_START),
-max_addr (REG_ADDR_END) ,
_XREADY  (s_XBAR_axi_rready
_XVALID (s_XBAR_axi_rvalid
XID (s XBAR_axi_rid
_XRESP  (5_XBAR_axi_rresp
DH

AMDZ1

together we advance_



The falsified assertions are to be debugged.

Automate Reporting

Sumiary Results

Su mma r-'.pa RE Sult 5 Pr'ﬂ] Ne l"t '_'p' SU Mmma l"'_'|.! H FP"L‘I

Summary Results
Property Summary: :

Property Summary: AEP

Constraint
- # found

Vacuit AEP Summary :
= Vacuity :

- # found
- # non vacuou

= Assertion
- # found
- # proven

non vacuous

= Witness Witness

- # found : - # found
- # covered : - # covered

= Cover Cover
- # found : - # found
- # covered : - # covered

= Constraint Constraint
- # found : - # found

Extract Info from regression results

$

Emails sent out automatically . Report AMDZ
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Results

Before: Manual work
After: Automated

Applied the method in formal verification of 5 modules

FV setup
1. Create folders/files.

2. Edit files including the interface signals
added/edited.

- 2 hours 2 hours 0 minutes
| - Property Development

15 hours Type SystemVerilog code referring to the property plan
. ) minutes based on RTL specification.
Module C - P intes

2 hours 4 hours utes
Regression Report

' a1 ’ 1. Open veflog files and search for summary.
5 minutes 2. Copy/paste property proof status into an excel file.

3.  Write an email to send to all the owners/managers.
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Results

Applied the method in formal verification of 5 modules

Module A 15

B f T T 2 "
ModuIeB X : — FV Runtime Comparison Across RTL Modules
er 3 2 L

M- : 10 FV Setup (Before)

' Sl — 500 FV Setup (After)
- o ey Properties Dev (Before)
M 10 Properties Dev (After)

Regression (Before)
Regression (After)

|

=

Q
A
=
E
=
@
=
L=
'—

Module B Module C
RTL Block

Maodule D
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Conclusion

v Automated FV Files Generation
v Automated Properties Implementation

v Automated Regression Report

e

Improved Work Efficiency!
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Thank You
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