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Profile

= 30+ years in FIPS validated chip design focused on
security engineering & assessment, and cryptography.

=  CISSP —Certified Information System Security Professional.

= US Department of Defense CMMC* Certified Assessor
(CCA) & Professional (CCP) — fully vetted Tier 3 security
clearance.

*CMMC — Cybersecurity Maturity Model Certification, a US Department
of War cybersecurity implementation and assessment standard, which is
DRIVEN BY Laws, Regulations, and Policies, an LRP driver.
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Security Policy, or
System Security Policy (SSP) in CMMC Terminology

Verifiable Trust should start with System Security Policy
before any build. That is, security should be bake-in, not
bolt-on or ad-hoc.
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TCB —the Core Trust of ANY Computing Device

Security Perimeter

divides the trusted
from the untrusted.

= Security Policy, Memory!

manager, Protocols,
Ports, Security Kernel
that enforces Access
Control.

= Firmware has its own

not subject to
unauthorized change.

execution domain and is

TCB, Trusted Computing Base,
a trusted boundary

Firmware

Non-trusted Boundary
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Wed Boundary

 ® CPU Ring architecture,

Kernel vs. User mode,
Program Status Word
(PSW), Host Adaptor,
Memory including
data-at-rest.

. ® Drivers, Libraries, AP/,

System Configuration
Data.
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Security Policy

Access Control is the controlled flow of
information between a subject and an object. It
Security Policy — is @ FORM of a Security Policy.

a blueprint with high-level
directives, defined objectives, <  SUBIJECT — user, process acting on behalf
assigned authority, & most of user, device including other systems.

importantly, sufficient
budget. * OBIJECT - file, program, resources.

N Agentic Al is a process on behalf of user.
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Fundamentals of Security — Secure Engineering Process

This is something management must do.

Security
Identify Requirements
the o Bell-Lapadula Model -
problems Confidentiality (no read-up, no
Security write-down).
Security Models o Biba Model — Integrity (no
Assessment

write-up, no read-down,

Test the Governed by: Design a invocation property).

solution Security Policy solution o Clark Wilson Model —
Separation of duties, a Well-
formed Transaction (Access
Triple).

o Non-interference Model...

o Administrative : Build .the Cl/CD,
o Physical Security solution DevOps, > This is where Frontier LLM
o Technical Controls DevSecOps model can help greatly.
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CMMC — Access Control (AC)
AC.L1-3.1.1 — Authorized Access Control

Purpose: Limited information system use to authorized users, processes
acting on behalf of users, and devices (and other systems).

- This control identifies and limits who and what can access your
system based from controls in Identification & Authentication (lA). It
enforces asset inventory including people, hardware, software,
firmware, and documentation. The control of the authorized devices
can successfully void concerns of Shadow IT and Unpatched.

AC.L1-3.1.1 — Authorized Access Control
Limit information system access to authorized users, processes acting on
behalf authorized users, or devices (including other information systems).
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CMMC — Access Control (AC)

AC.L1-3.1.2 — TRANSACTION & FUNCTION CONTROL

Purpose: Limited information system access to the types of transactions
and functions that authorized users are permitted to execute.

: This control limit access to applications and data based on the
authorized users’ roles and responsibilities. Types of functions a
user can be assigned are create, read, update, and delete.

AC.L1-3.1.2 — Transaction & Function Control
Determine if:

(a) The types of transactions and functions that authorized users are permitted to
execute are defined; and

(b) System access is limited to the defined types of transactions and functions for
authorized users.
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CMMC - Identification and Authentication (lA)
|A.L1-3.5.1 — Identification; IA.L1-3.5.2 — Authentication.

Purpose: These two controls provide a vetted, trusted, and authenticated
identity that supports access control (AC) mechanism required by
AC.L1-3.1.1.

IA.L1-3.5.1 — Identification
Identify information system users, processes acting on behalf of users, or
devices (including other systems).

IA.L1-3.5.2 — Authentication

Authenticate (or verify) the identities of those users, processes acting on
behalf of users, or devices, as a prerequisite to allowing access to
organizational information systems.

© 2025 Enova Technology Corporation. All Rights Reserved.




ENOUR

CMMC — Identification & Authentication (lA)
|A.L2-3.5.3 — Multifactor Authentication

Purpose: Required MFA for users, processes on behalf of users, and devices
(and other systems) for local and network access to privilege account,
and for network access to non-privilege account.

= Vulnerabilities of local and network access of privilege accounts and
network access of non-privilege account are mitigated by this control.

IA.L2-3.5.3 — Multifactor Authentication
Use MFA for local and network access to privilege accounts and for network
access to non-privilege accounts.
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Solution — Edge Moat

for IRS, Unmanned Vehicles, Aerospace, Robotics, & Edge Al

Hardware Root
of Trust, Unique
Device ID

Data-in-Transit
(DIT or Network
Payload)
Protection
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PCle Secure Enclave

= FIPS 140-2 Level 3 Validated Single Chip — a
hardware Root of Trust with unique Device ID.

= AES XTS/CBC 256-bit engine encrypts data-at-
rest (DAR) at 600MB/second.

= PQC XMSS/LMX & RSA DSA.

= |dentity-based Authentication.

Chip Level
|dentity-based
Authentication
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Takeaways

As demonstrated by the Glasswing Project, the frontier Al
models can benefit good or bad with unprecedent speed
related to network security, verifiable trust should be one
of those core capabilities of any supply chains, and secure
HARDWARE & FIRMWARE plays critical role.
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