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Two stories are 
happening at the 
same time.
AI is accelerating how we manufacture and build chips — and how we are 
attacked. For the semiconductor industry, this is a core business problem, not an 
edge-case cyber problem.

What is accelerating

01. AI-accelerated design

02. Autonomous verification

03. Deterministic fabs

04. Physical AI and robotics

And underneath

The same acceleration is rewriting the attackers’ economics.

Kae David
Managing Director, Cybersecurity and Emerging Technology
Ernst & Young LLP
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AI is not just sharpening elite attackers. It is industrializing the rest — compressing the time, cost and coordination needed to run a serious campaign.

AI lowers the marginal cost of reconnaissance, exploit chaining, vulnerability discovery, code analysis, credential abuse and  social engineering. The issue is 

not that every attacker is suddenly brilliant — it is that average attackers now operate at industrial scale.

Attacker cost curve

Collapsing
Reconnaissance, exploitation and lateral movement 
increasingly automated end to end.

Defender coordination burden

Climbing
Intervention windows collapsing from hours to seconds 
across detection, response and supplier coordination.

Mediocrity now scales
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If you are a fab, foundry, electronic design automation (EDA) provider, equipment maker, cloud provider, packaging partner or  
critical supplier, you are no longer just in the compute supply chain. You are in the AI
trust chain.

Every AI strategy in the economy rests on this industry

1. Compute 2. Semiconductors 3. Cloud · Tooling · Software 4. Strategic target
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Cyber risk here is not only enterprise IT. Trusted manufacturing has to become a resilience system  — not a compliance artifact.

The semiconductor attack surface is not just one surface

01 · Design/IP

EDA, source, verification, 

design files

The engineering 
substrate where 
intellectual property (IP) 

lives — and where a quiet 
compromise becomes a 
generational loss.

02 · Manufacturing 
(MFG)/operational 

technology (OT)

Manufacturing execution

system (MES), tool
controllers, fab
automation

Process integrity is safety, 

yield and contract 
performance — all at 
once.

03 · Supplier access

Identity, remote support, 

vendor virtual private 
networks (VPNs), 
privileged paths

Vendor and machine 

identities, plus the 
maintenance doors that 
always need to stay open 

— and are rarely watched 
continuously.

04 · Software supply

Firmware, drivers, 

software as a service 
(SaaS), developer 
identities

Signed channels and 

trusted tokens that move 
silently between fab, 
supplier and customer.

05 · Business continuity

Scheduling, logistics, 

test, packaging, delivery

Where a cyber event 
becomes a missed 
customer commitment — 

and a market signal.
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Reconnaissance Intrusion Leverage and impact

AI accelerates every step Hours of analyst work compressed into minutes of model reasoning across the entire chain.

AI does not need perfect data. It needs enough context to reason faster than your current operating model can respond.

A plausible AI-assisted attack chain

01 02 03 04 05 06 07

Map supplier 

footprint

Public services, 

subdomains, 
exposed assets.

Find stale 

exposure

Old VPN, SaaS, 

dev or remote-
support paths.

Gain access

Leaked 
credentials or 

social 
engineering.

Pivot through 

trust

Supplier portal, 

remote support, 
federated SaaS.

Mine context

Diagrams, scripts, 
secrets, tickets, 

build artifacts.

Escalate scope

Engineering, IP, 
manufacturing or 

customer 
systems.

Disrupt or pre-

position

Halt production, 

steal IP or wait 
for leverage.
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Glasswing matters because it shows that the same class of AI capability 

that can find and chain vulnerabilities offensively is now being organized 
defensively by the world’s most critical infrastructure players.

Launched in April 2026, Project Glasswing is Anthropic’s initiative to 
secure critical software using Claude Mythos Preview — with launch 

partners across cloud, software, semiconductor, security and financial 
infrastructure and access extended to 40+ additional organizations.

Frontier models can reason across code, architecture, outdated 

diagrams, exposed services, credentials and supplier footprints — in 
ways that make old assurance models insufficient.

Launched: April 2026

Engine: Claude Mythos Preview

Launch partners: Cloud · Software · Semi · Security · Finance

Expanded access: 40+ orgs

The lesson

Machines can turn forgotten context into operational leverage. Even 
stale architectural context materially improves an attacker's reasoning.

This is not a product story. It's a market signal
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We are not replacing governance. We are upgrading it from static assurance to continuous evidence. The board's new question: Can this supplier 

withstand, detect, respond, recover and prove remediation fast enough to protect our production commitments?

A 200-question questionnaire cannot move at machine speed

Old model

▪ Annual questionnaire

▪ Policy attestation

▪ Control descriptions

▪ Evidence samples

▪ Static risk rating

▪ Trust claimed annually

New model · Continuous

▪ External exposure scanning

▪ Exploitability validation

▪ Critical supplier tiering and remediation service level agreements 
(SLAs)

▪ Recoverability testing

▪ Secure-engineering evidence and live incident notification

▪ Removal from approved-supplier status
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Technology can compress detection and validation. It cannot replace judgment, escalation and ownership

Machines compress the time to act. People decide whether we use that time well — and right now, we don't have enough of them.

Resilience runs at machine speed — operationalized by people

AI-native cyber defenders

Build and run detection at model 
speed.

01
OT security engineers

Protect fab, tool and process integrity.02

Product security engineers

Secure firmware, drivers and signed 
software.

03
Supplier-risk operators

Run continuous exposure and 
remediation across the tier-N base.

04

Incident commanders

Decide, escalate and coordinate under 
time pressure.05

Identity and cloud security architects

Govern human, vendor and machine 
identities end to end.06

US semi technical roles unfilled by 2030

67,000
SIA · Oxford Economics

The runway is narrowing

An aging workforce is retiring fab, OT and 
engineering expertise faster than the pipeline 

can replace it. The talent gap is becoming a 
resilience constraint.



Cybersecurity and emerging technology - The new trust standard10

A continuous loop — not a yearly cycle.

The winners will not be the ones with the longest questionnaires. They will be the ones with the shortest time from signal to action — and the operating 

muscle to keep doing it.

The operating model customers will expect

01

Detect

External exposure, 
continuously.

02

Validate

Exploitability, not 
just severity.

03

Prioritize

By business 
dependency and 

blast radius.

04

Remediate

With contractual 
SLAs and clear 

escalation paths.

05

Prove

Evidence, retesting 
and recovery 

exercises.

06

Monitor

Continuously, after 
remediation.
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In the next 90 days

Five moves to prove resilience before customers ask

01

Identify your top 
critical 
dependencies

Not largest spend — 
highest operational 
blast radius.

02

Validate external 
exposure across 
those dependencies

Supplier portals, VPNs, 
SaaS, remote support, 
developer systems, 

exposed services.

03

Define remediation 
clocks for 
exploitable critical 
risk

Differentiate 

theoretical risk from 
internet-exposed, 
exploitable business 

risk.

04

Run one supplier 
incident simulation

Test notification, 
escalation, legal, 

procurement, 
operations and 
customer 

communications.

05

Decide what 
evidence customers 
will soon ask for

Recovery proof, 
vulnerability closure, 
secure engineering 

evidence, incident 
reporting and 
continuous monitoring.

Start the operating model. Do not wait for the next mandate.
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Enterprise

Protect identity, engineering, OT, product and 

IP.

Before your customers ask, be ready to answer

Which dependencies can stop our ability to deliver?

Trust is no longer an annual assertion. It is an operating capability.

The new trust standard
Continuous proof. Critical suppliers. Machine-speed response

Ecosystem

Validate critical suppliers, remote access and 

software dependencies.

Market

Demonstrate resilience to customers, 

partners, regulators and boards.

01

Can we see exploitable risk continuously?02

Can we prove remediation and recovery fast enough to preserve trust?03
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EY refers to the global organization, and may refer to one or more, of the 

member firms of Ernst & Young Global Limited, each of which is a separate legal 
entity. Ernst & Young Global Limited, a UK company limited by guarantee, does 
not provide services to clients. Information about how EY collects and uses 

personal data and a description of the rights individuals have under data 
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Ernst & Young Global Limited operating in the US.
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All Rights Reserved.
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This material has been prepared for general informational purposes only and is not 
intended to be relied upon as accounting, tax, legal or other professional advice. Please 
refer to your advisors for specific advice.

ey.com

EY  |  Building a better working world

EY is building a better working world by creating new 
value for clients, people, society and the planet, while 

building trust in capital markets.

Enabled by data, AI and advanced technology, 

EY teams help clients shape the future with confidence 
and develop answers for the most pressing issues of today 
and tomorrow. 

EY teams work across a full spectrum of 
services in assurance, consulting, tax, strategy and 

transactions. Fueled by sector insights, 
a globally connected, multidisciplinary network and 
diverse ecosystem partners, EY teams can provide 

services in more than 150 countries 
and territories.

All in to shape the future with confidence. 
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