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Over the last few years, the Internet of Things (IoT) has captured headlines across the 
world, with newspaper and magazine articles describing its potential to transform our 
daily lives. With its network of “smart,” sensor-enabled devices that can communicate and 
coordinate with one another via the Internet, the IoT could enable computer-mediated 
strategies for conducting business, providing healthcare, and managing city resources, 
among numerous other tasks. For the public, the IoT could transform many of our most 
mundane activities by enabling innovations as diverse as self-driving cars and connected 
refrigerators capable of sending pictures of their contents to shoppers in grocery stores.

Although the IoT is still a nascent phenomenon, with many aspects of its infrastructure 
under development, the McKinsey Global Institute predicts it could have an annual 
economic impact of $3.9 trillion to $11.0 trillion worldwide by 2025.1 For the semiconductor 
sector, one of the many industries poised to benefit from the IoT’s growth, the economic 
gains could be particularly significant. In fact, many semiconductor leaders believe that  
the IoT could represent the next great opportunity for their companies as the number  
of connected devices proliferates, increasing demand for chips and software.

The IoT’s way forward may be complicated, however. As with any market in its early stages, 
growth projections could prove overly optimistic if innovators and business leaders are 
unable to overcome various technological, regulatory, and market challenges. In the case of 
the IoT, weak security may be the most important issue—a point underscored by a survey 
that McKinsey conducted in 2015 in collaboration with the Global Semiconductor Alliance 
(GSA).2 When we asked respondents about their greatest concerns about the IoT, security 
topped the list (Exhibit 1).

Given the importance of IoT security to semiconductor companies, McKinsey and the 
GSA conducted new research on this topic, based on an additional survey and executive 
interviews (see sidebar “Our research methodology”). The new research, which forms the 
focus of this article, revealed that respondents still view security issues as a major challenge 
to the IoT’s growth. But they also believe that semiconductor companies can help overcome 
these problems and capture significant value by providing security solutions.

In this report, we first describe our research findings about general IoT security issues. We 
then focus on three IoT verticals where security is particularly relevant to semiconductor 
companies: automotive, industrial companies, and smart homes and buildings. Finally, we 
describe value-creation opportunities for semiconductor companies in IoT security and the 
best strategies for pursuing them. 

Security in the Internet  
of Things
Security issues may represent the greatest obstacle to growth  
of the Internet of Things. How can semiconductor companies 
help resolve them and benefit in the process?

Global Semiconductor Alliance and McKinsey & Company

1 For the full McKinsey Global Institute report, see Unlocking the potential of the Internet of Things,  
June 2015, on McKinsey.com.

2 For the full joint report from the Global Semiconductor Alliance and McKinsey & Company, see The 
Internet of Things: Opportunities and challenges for semiconductor companies, May 2015, on GSAglobal.org.
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Key challenges to success in Internet of Things (IoT)

In our 2015 survey of GSA members, respondents identified security 
issues as the major challenge facing the Internet of Things.

1Respondents had 100 points to distribute to challenges based on severity/importance of challenge (more points = more important). 
Some respondents allocated points to other challenges beyond those listed here.

 Source: McKinsey and GSA IoT survey, 2015 (n= 229)
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Our research methodology
The 2015 collaboration between McKinsey & Company and the GSA involved the  
following research:

� interviews with 30 GSA members who were senior executives at semiconductor companies 
or at companies in adjacent industries that are part of the Internet of Things (IoT) 
ecosystem, such as network equipment and industrial automation

� a survey of 229 semiconductor executives at GSA member companies

� the creation of a fact base on the IoT, focusing on issues relevant to semiconductor 
companies

Our 2016 research, which focused on IoT security, involved interviews with 30 GSA 
executives, including some from our original study. We also surveyed 100 executives  
within the semiconductor sector and adjacent industries, and we extensively interviewed 
McKinsey experts to obtain detailed insights.



Why the Internet of Things is a tempting target for hackers

The IoT installed base is expected to increase by about 15 to 20 percent annually through 
2020, when it will contain between 26 billion and 30 billion connected devices. As the IoT 
grows, it will offer businesses, governments, and consumers new opportunities, ranging 
from better traffic management to more accurate blood-pressure monitoring. But the 
addition of every device also has the potential to create new security problems.

Hackers have already wreaked havoc by infiltrating connected devices. Paradoxically, they 
usually aren’t targeting device owners, who often remain unaware of security breaches. Instead, 
the hackers simply use IoT devices as starting points for attacks directed against another target.

The devastating consequences of an IoT hack became apparent in the 2016 Mirai attack. It 
was one of the first significant incidents where hackers used infected IoT devices, such as 
digital videorecorders, rather than targeting more traditional Internet-connected devices, 
such as computers. Using malware, the hackers attacked the Internet infrastructure, 
affecting many popular websites and causing shutdowns across Europe and North America 
that resulted in an estimated $110 million in economic damage. When security experts 
investigated the breach, they found a simple explanation: hackers had accessed IoT devices 
in which users had not changed the default factory passwords. This attack was avoidable, 
since companies or end users could have instituted protections to prevent this breach,  
as well as the associated damage, without much expense or effort.

Although much more rare, some IoT attacks have targeted device users—for instance, by 
taking control of web cameras to spy on them. If these incidents continue to increase, both 
companies and the public may be reluctant to use IoT-based networks, especially those 
related to activities like driving, where a mishap could have life-threatening consequences.

IoT security: A role for semiconductor companies

With the IoT’s growth at stake, semiconductor companies are obligated to develop 
solutions that strengthen security and also contribute to their bottom line. However, our 
recent research suggests that four major challenges may prevent them from capturing 
opportunities (Exhibit 2):

1 insufficient sophistication of security technology and end-to-end security of  
system solutions

2 absent or immature industry standards for IoT security—another factor that makes it 
difficult to coordinate the development of end-to-end solutions

3 a lack of insight about the full value of IoT security technology among the OEMs and 
end customers who could most benefit from it

4 challenges in monetizing IoT security solutions, both in software, where semi- 
conductor companies have traditionally had difficulty making profits, and in their  
core hardware business

4 Security in the Internet of Things
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Challenge 1: Gaps in technical sophistication
By nature, a complex system of connected devices opens many new attack vectors, even 
if each device is secure when used independently. Since a system’s most vulnerable point 
determines its overall security level, a comprehensive, end-to-end approach is required  
to secure it.

Such comprehensive approaches are difficult to develop, however, because most hackers 
become highly specialized. Since they can concentrate on breaching one specific element 
within the technology stack using one specific methodology, they can perfect their 
approach. By contrast, system operators or integrators must provide comprehensive, end-
to-end protection against all possible attack vectors, dividing their attention and resources 
across the system.

Another recent trend contributing to imbalance between hackers and defenders is  
the “industrialization” of attack technologies. This means that the sophistication of  
attacks is continuing to increase, but fewer technological skills are required to conduct 
them. This industrialization of attacks leaves more systems and devices at risk while 
simultaneously increasing the number of capable hackers.

Report 2017
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Average rating of challenge and relevance on 0–3 scale1

Semiconductor companies see four main challenges in providing Internet 
of Things solutions.

1Four-point scale where 0 = not challenging/irrelevant, 3 = most challenging/relevant. Center scaled to 1 in graphic.

 Source: McKinsey/GSA Semiconductor Industry Executive Survey
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As the security experts we interviewed pointed out, the most cost-efficient attack vectors 
typically rely on human frailty or software f laws, rather than hardware weaknesses 
(Exhibit 3). Companies can eliminate such security risks with moderate effort, and 
they may take this step if significant value is at stake. Once these f laws are removed, 
however, hackers will concentrate on hardware-based attack vectors—and that means 
semiconductor players and other hardware experts can play an important role in securing 
the IoT (see sidebar “Future threats: Security attacks on the chip level”).

It’s not yet clear who will take the lead in developing end-to-end security solutions for 
the IoT. Component suppliers and OEMs are not well positioned to accomplish this task, 
since the IoT includes such a broad network of devices of different provenance. Integrators 
are better positioned to create end-to-end security solutions, but they often encounter 
difficulties because they lack the necessary capabilities or because each sector or element  
of the value chain presents unique challenges.

Challenge 2: Standards are absent or immature
The IoT currently lacks well-established overarching standards that describe how the different 
parts of the technology stack should interact. That means there is no standard approach 
for ensuring the security of critical IoT applications. Instead, large players and industry 
organizations use their own solutions (Exhibit 4). Some segments, such as industrials, still rely 
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Hackers usually choose the attack vector that requires the least effort 
and cost.
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Future threats: Security attacks on the chip level
A new type of attack may come from technologies that introduce vulnerabilities into products 
during manufacture, such as microlevel hardware backdoors. For instance, researchers 
from the University of Michigan recently described a processor-level backdoor created by 
modifying only a single gate on the chip.1 This backdoor cannot be detected with current 
measurement methods, and hackers could insert it at different steps along the value  
chain—for example, during the design process, through third-party or public-domain design  
of intellectual property, or during manufacturing at a foundry.

To protect against such a scenario, manufacturers of devices for the Internet of Things must 
apply new security methods that cover their entire supply chain. Some companies already 
follow this approach for high-security applications, such as those related to the military or 
smart cards. However, many players that prioritize low costs and high efficiency need to catch 
up in securing their supply chains. The key, again, is end-to-end thinking about security. It will 
not be enough to design single safe elements when a comprehensive solution is required.

1 Kaiyuan Yang, Matthew Hicks, Qing Dong, Todd Austin, and Dennis Sylvester, “A2: Analog 
malicious hardware,” IEEE Symposium on Security and Privacy, Institute of Electrical and 
Electronics Engineers, pp. 18–37, 2016, ieeexplore.ieee.org.
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Various groups or companies have issued Internet of Things standards for 
software and connectivity.

Internet of Things (IoT) standardization efforts, examples

1Car Connectivity Consortium.
2The interest group consists of an alliance of automotive manufacturers and technology companies.
3Defined set of software functions that facilitate development of applications and interoperability of hardware.
4Institute of Electrical and Electronics Engineers Standard P2413, Standard for an Architectural Framework for the Internet of Things (IoT).
5Merged with AllSeen Alliance in 2016.
6ISO messaging protocol for networks with limited bandwidth.
7Cellular also provides middleware/infrastructure.

 Source: Company websites; GSA; press clippings;  McKinsey analysis
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on a small set of proprietary, incompatible technology standards issued by the major players, 
as they have done for many years. In other segments, such as automotive or smart buildings, 
standards are very rudimentary even though the most popular applications rely on interoperable 
devices from many different players—a situation that increases both security risks and costs.

Our research shows general uncertainty about which standards will prevail and what group 
will set them (Exhibit 5). In smart homes, for example, one respondent noted that “everyone 
is basically waiting for the dominant mobile players to set the de facto standard.” In general, 
our interviewees believed that industry associations will play a major role in setting standards 
for all IoT devices. Their opinion about the role of the government and other industry players 
varied by vertical, however. For instance, respondents felt that the government will help 
establish standards for smart buildings, but they did not see it playing a large role in the 
automotive or industrial segments.

Without clear and widely accepted security standards, the IoT’s future is in doubt for several 
reasons. First, IoT applications may gain limited traction, either because customers have 
security concerns or because devices that rely on stand-alone security solutions are not cost 
effective. Second, the lack of security standards may discourage device manufacturers and 
others from developing new technological solutions, since they don’t know whether their 
innovations will meet the guidelines that eventually become dominant. Finally, IoT players 
will have difficulty developing end-to-end security solutions without common standards. 
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Survey respondents were uncertain about which groups will take the lead 
in establishing relevant standards.

1Damage to public would occur if Internet of Things devices were hijacked for botnet attacks on third parties.

 Source: Expert interviews; McKinsey/GSA Semiconductor Industry Executive Survey
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In their absence, manufacturers may create individual—and therefore costly—solutions for 
each IoT device, based on the security standards it follows. Alternatively, manufacturers may 
create suboptimal one-size-fits-all security solutions that don’t protect against all threats.

Challenge 3: Customers and end users view IoT security as a commodity
One of our most important interview findings was that many IoT stakeholders, customers and 
producers alike, continue to see security as a commodity—a basic feature that does not merit 
higher prices. At the same time, however, stakeholders maintained that security is essential. 
This disconnect between the desire for security and the willingness to pay a premium for it 
was also clearly apparent in our survey. It showed that 31 percent of semiconductor leaders 
claimed that their manufacturing customers want to try to avoid all security breaches at 
any cost; an additional 38 percent believed that their customers want security solutions that 
eliminate at least 98 percent of potential risks. But only 15 percent of respondents believed 
that their customers would be willing to pay a premium higher than 20 percent for the next 
tier of enhanced chip security. More than 40 percent indicated that their customers either are 
unwilling to pay any premium or expect security costs to decline (Exhibit 6).
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Customers of semiconductor companies want security but are unwilling 
to pay a premium for it.
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Source: McKinsey/GSA Semiconductor Industry Executive Survey; McKinsey analysis
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This disconnect could hinder technology progress and inhibit the growth of many  
IoT applications. Unlike challenges related to technology or standards, this issue can  
be resolved only by changing customer mind-sets—in other words, by convincing  
them that security is worth additional cost.

Our research also examined how a customer’s perceived knowledge of security  
would inf luence the willingness to pay a premium for protection (Exhibit 7).  
We found that customers with little knowledge of cyberattacks were least willing  
to invest in security. As customer competency increased, they were generally more 
willing to invest in security. Interestingly, customers estimated to have medium- 
high knowledge of security were slightly less willing to pay a premium than those 
perceived to have less knowledge. However, we believe that factors besides customer 
knowledge may inf luence these views. For instance, the customers perceived to  
have medium-high knowledge of security may focus on IoT use cases with low-
to-moderate damage potential, making it reasonable to pursue cheaper mitigation 
techniques. Customers with the greatest knowledge of security issues were much  
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Knowledge of security issues can influence a customer’s willingness to 
pay a premium for protection.
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more willing to pay for security than any other group—they have detailed insights  
about possible IoT attack vectors and are willing to pay a security premium for  
strong, comprehensive defenses.

When we examined how customer attitudes toward security and risk perception  
vary by vertical, we discovered other striking differences. Within the automotive 
sector, respondents stated that their automotive customers all share high expectations 
for security, combined with a general reluctance to pay more for it. Within industrials 
and smart buildings, customers have lower expectations for security than automotive 
customers but express a greater willingness to pay. However, there was also much  
more diversity of opinion in these two segments, with respondents noting that some 
customers express much greater security concerns or a much greater willingness  
to pay than others. We will discuss vertical-specific differences in more detail in  
the next section.

The implications of these findings for semiconductor companies are clear: they need to 
understand their customers thoroughly before developing security solutions, targeting 
those customers with a real willingness to pay, and then developing products that meet 
their specific needs.

Challenge 4: Semiconductor companies struggle to profit from security
With end customers and device manufacturers unwilling to pay for significant security 
measures, semiconductor companies are in a bind. They could help contribute to 
solutions, but the profits may not be commensurate with the effort required. Our  
survey revealed that many players are already confronting this dilemma, with  
38 percent of respondents saying it is highly difficult to make money by offering  
security solutions and 40 percent saying it is difficult.

Security in the Internet of Things



Semiconductor companies may struggle to profit from security solutions largely  
because of the long-standing, widespread perception that software providers  
have greater expertise in this area. As one OEM executive said bluntly during an 
interview, “Security is a software-level problem. It always has been.” In our survey, 
respondents stated that only 22 percent of their customers approach semiconductor 
companies for security solutions (Exhibit 8). For those semiconductor companies  
that choose to create security software, or that are forced in that direction, the  
potential profits may not be commensurate with the effort required. After all,  
many semiconductor players have stepped up their software ventures in recent  
years, but most have been disappointed with their returns.

Challenges and trends in specific industry verticals

IoT applications have already become common within the automotive, industrial,  
and smart homes and buildings verticals. Over the next few years, we expect to see  
even more IoT applications emerge in these areas, further increasing the security threat. 
Since the automotive, industrial, and smart homes and buildings verticals differ in  
many respects (including their underlying technologies, use cases, customer bases,  
and value chains), their security challenges also will vary. Even within one specific 
vertical, the abundance of use cases and technologies makes it impossible to pinpoint  
a single security issue that overshadows all others.

12 Security in the Internet of Things

Report 2017
McKinsey-GSA_IoT security in a hyperconnected world
Exhibit 8 of 14

Most OEMs don’t develop security solutions in cooperation with 
semiconductor companies.
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Our research revealed some interesting insights about the location of security issues 
within the IoT stack for each vertical (Exhibit 9). According to the experts we 
interviewed, the most important security challenges for all verticals relate to protecting 
the end point. They viewed security challenges elsewhere in the IoT stack as less critical. 
Interestingly, across all verticals, the only element considered “very secure” is the 
communication protocols in industrials.

Automotive 
While connected cars and autonomous-driving features create a new world of possibility for 
drivers, they also increase security risks by offering hackers more attack vectors. Consider a 
few vulnerabilities:

� Hackers could complete a malicious firmware update remotely or directly via the car’s 
physical onboard diagnostics port.

� Applications with malicious code could access the infotainment system through a 
connectivity bridge, such as in-car Wi-Fi or Bluetooth.

� Hackers could gain control over OEM servers and alter vehicle-control software.

Software-security issues in the automotive sector will become more intense as OEMs 
introduce more sophisticated features into vehicles. By 2020, we expect that most new 
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Security concerns for each layer of the Internet of Things stack vary by vertical.

Software 
infrastructure 
and apps Software 

infrastructure

Applications

Gateway

Communications 
protocol

End point

Chip level

Automotive Smart homes 
and buildings

Industrial

Connectivity

Hardware

Insecure Extremely secure

1Respondents rated security on a scale of 0 (insecure) to 3 (extremely secure).

 Source: McKinsey/GSA Semiconductor Industry Executive Survey

Security rating1

Exhibit 9

Security in the Internet of Things



cars will contain tethered mobile devices, connected infotainment, a connected ECU, and 
a central CAN/LIN bus. Even if their manufacturers ensure the security of individual 
components, risks arise during integration.

As noted earlier, semiconductor companies will face four main challenges as they  
attempt to develop IoT security solutions: insufficient technological sophistication,  
absent or immature security standards, the unwillingness of customers to pay a  
premium for security, and challenges in deriving a profit from security solutions.  
Of these challenges, our research suggests that those related to standards and  
profitability attitudes are particularly important in the automotive sector.

Unclear standards and more uncertainty ahead. Automotive OEMs are introducing 
new connectivity features and autonomous-driving features with impressive speed. Expert 
consensus says that cars with conditional automation will be a reality within a few years, 
with established players marketing highly autonomous cars sometime over the next decade.3  
The exact time lines for the development of autonomous vehicles is still uncertain, however. 
For instance, some regulatory time lines do not anticipate highly autonomous vehicles on 
the road until 2025, but several premium OEMs and new high-tech new entrants want to 
market them before that time. If automotive players truly want to meet these ambitious 
goals, they’ll have to develop their own standards for autonomous driving, since regulators 
won’t have policies ready. That scenario raises questions about how new standards will be 
developed, syndicated, and accepted.

Our survey confirmed that there’s much uncertainty about standards for the automotive 
IoT, including disagreement about the groups that will prevail in setting guidelines. Many 
respondents (34 percent) felt that major OEMs would set their own standards and technical 
solutions—something they’ve already started. A similar number of respondents, 32 percent, 
believed that an industry consortium will define common standards in conjunction with 
a group of selected OEMs. However, respondents also thought that other scenarios were 
plausible. For instance, a small group of OEMs might band together to take the lead, or 
reported new entrants to the automotive space, such as Apple, might gain enough scale  
and influence to establish de facto standards.

Our research suggests that automotive players will continue forging ahead with new 
technologies before regulators have a chance to set security standards, potentially 
achieving great success in the market. But few individual players, either new or 
established, can handle the complexity, costs, and risks of developing full end-to-end  
technological solutions for autonomous cars, including those related to security. 
Therefore, it’s most likely that a small group of dominant established OEMs or new 
entrants will cooperate to develop technologies and set industry standards jointly.

As automotive OEMs move forward with setting security standards, they’ll be entering 
uncharted territory. Currently, the industry establishes guidelines based on how a car should 
perform in a specific test environment, where conditions are fixed. For instance, regulators 

14 Security in the Internet of Things

3 The Society of Automotive Engineers defines six levels of driving automation, from no automation to 
full automation. Cars with conditional automation are at level three. Their automated systems can handle 
all driving tasks, but drivers may be asked to intervene. Cars that are highly autonomous are at level four. 
They can handle all driving tasks, even if a driver does not respond appropriately to a request to intervene.
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It is unclear how security standards for autonomous cars will be set.
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determine whether a car meets fuel consumption and emission standards by evaluating its 
performance during a typical driving cycle at a certified test station. With autonomous cars, 
by contrast, regulators have to evaluate safety based on how they’ll perform on actual roads—
an environment with unbound conditions (Exhibit 10). It’s not yet certain how industry 
stakeholders will resolve this issue, but our interviewees believe that regulators may define  
a common pool of traffic situations that all autonomous vehicles must be able to handle.

Building a profitable strategy. As we noted earlier, most semiconductor companies don’t 
believe that their customers are now interested in making large direct investments in IoT 
security. That may change, however, as security concerns escalate. In a 2015 McKinsey 
survey of automotive executives, 83 percent of our survey respondents already rated 
the security threat to their industry as medium to high.4 Our research also showed that 
automotive leaders were determined to address these concerns by forming partnerships  
with third-party security-solution providers and making significant financial investments  
to build in-house security competencies.

It will not be easy for semiconductor players to capture additional value by offering security 
solutions to the automotive industry, however. OEMs typically keep material costs of the 
car’s base model constant, even when introducing a new model. This includes costs related to 
security features, since customers expect base models to include all essential safety components. 
But OEMs are willing to increase material costs for optional features that appeal to drivers and 
generate additional revenues. With this in mind, semiconductor companies should position 
their security offerings as part of optional features that aren’t part of a car’s base price. For 
example, advanced driver assistance systems (ADAS) currently generate additional €3,000 

4 McKinsey SecureCar survey, September 2015.
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to €5,000 in lifetime revenue for OEMs per car. But OEMs will not be able to develop these 
features any further unless they can ensure their safety—an imperative that gives them an 
incentive to pay for security. To obtain the additional €3,000 to €5,000 per car that ADAS 
features generate, our experts estimate that OEMs could spend an extra €50 to €150 per car.

In summary: We believe that semiconductor players can find additional value in connected cars 
and autonomous vehicles, but they’ ll have to position themselves carefully to benefit from their 
efforts. The winners will quickly make smart bets, focusing their efforts on the players that establish 
dominant technologies and standards, allowing them to get a head start on developing security 
solutions. Successful semiconductor players will convince their customers that the security offerings 
enable revenue-generating, optional features in cars.

Industrials
Industry 4.0—also referred to as the industrial IoT—involves the digitization of the 
entire manufacturing value chain. It’s more than just a catchy phrase, since innovative 
IoT applications are slowly gaining traction within factories and plants, helping 
companies drive improvement in inventory holding costs, forecasting accuracy, machine 
downtime, productivity, and many other areas. A recent McKinsey publication,  
Industry 4.0: How to navigate digitization of the manufacturing sector, discusses how 
industrial IoT applications can reduce maintenance costs by 10 to 40 percent and time 
to market by 20 to 50 percent (Exhibit 11). But as with any vertical, there are security 

16 Security in the Internet of Things

Report 2017
McKinsey-GSA_IoT security in a hyperconnected world
Exhibit 11 of 14

The industrial Internet of Things can drive improvement in many areas.

Source: Expert interviews; Industry 4.0: How to navigate digitization of the manufacturing sector; McKinsey Global 
Institute; McKinsey analysis
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challenges that might prevent the industrial IoT from reaching its full potential. Our 
research suggests that the two most important relate to the insufficient sophistication  
of technology resulting from the large variety of legacy systems in the field, as well as  
the lack of standards within the industrial vertical.

Many companies have been slow to implement IoT use cases because their operations largely 
depend on older computer systems and dated machinery. Players use their assets as long as 
possible to recoup their investment; depending on the subsector, this could take 20 years 
or more. Economically, it makes more sense for them to upgrade their existing equipment 
to accommodate IoT applications, rather than purchasing entirely new systems. But when 
companies connect legacy systems to the Internet, they often struggle to maintain end-to-end 
security or find it impossible. For instance, many production systems run on old computers 
with operating systems that were never designed to be attacked or defended. And much 
software in production environments is so old that vendor support is no longer available.

To resolve the issues with legacy systems, our research suggests that IoT players should 
consider designing and implementing new solutions, such as completely ring-fenced 
networks or redundant sensor networks. Semiconductor players could contribute to the 
development of such systems, allowing them to capture value from IoT security. The 
opportunities exist in two areas with very different industry dynamics: common applications 
for mainstream market equipment and niche applications for specialty equipment.
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A few players, including Emerson, General Electric, and Siemens, now set the standards for 
the mainstream equipment market. These well-established global players have developed 
their own ecosystems of proprietary technologies and are significantly investing in end-to-
end IoT applications and platforms. These include GE’s Predix and Siemens’s MindSphere, 
which use proprietary technology but offer open interfaces to attract third-party developers 
and cover as many applications as possible. Since security is an essential part of the value 
proposition for mainstream equipment ecosystems, semiconductor players should try to 
determine which company’s ecosystem is likely to offer the most opportunities and then 
develop security features that complement it. However, they may still encounter difficulty 
when trying to capture value, since the standard setters follow a business model that 
involves seizing a “control point” in the IoT stack and monetizing it.

Within niche applications for specialty equipment, security challenges differ. Typically, 
specialized integrators and machinery OEMs create tailored solutions for their customers 
in this segment. In many cases, however, they have little incentive to provide security 
features that will drive up the cost of their solutions. In addition, specialty integrators and 
machinery OEMs often don’t consider the total cost of ownership for IoT applications, 
since they are frequently incentivized on upfront costs. The situation won’t change until 
end customers specifically demand such applications and the security that goes with them. 
Some have already begun to do so, but the trend will take time to gain momentum.

For both common and niche applications, one major complication could prevent 
semiconductor companies from capturing value in the industrial vertical: while companies 
understand that IoT security is essential, few have made it a top priority. One interview 
subject noted, “Security currently is not a general C-level topic. It is sometimes driven by 
people with a personal interest and often just left to the professionals, or even externals, 
to resolve.” The lack of strong interest now presents a challenge, since it could prevent 
companies from investing in IoT security. However, as IoT security becomes a more 
pressing issue, companies without IoT security expertise may look for external partners, 
including semiconductor companies, to assist them with their security efforts.

In summary: We see many opportunities for semiconductor companies to profit from security 
in the industrial IoT. With common applications in mainstream equipment, semiconductor 
companies should make their bets now on a dominant standard. For niche applications for 
specialty equipment, they should focus on targeting the right niche and convincing their 
customers that an investment in IoT security is worthwhile.

Smart homes and buildings
We have recently seen major growth in IoT applications for smart homes (private residences) 
and smart buildings (commercial use). These applications cover many different devices, 
including dishwashers, thermostats, smoke alarms, and door-access systems. But the 
growth of smart devices and applications has also increased security issues, with the nature 
of the challenges depending on whether they’re used in smart homes or smart buildings.

Smart buildings. We expect the IoT installed base in the smart-building segment to 
grow by 40 percent until 2020, introducing a multitude of new attack vectors per building 
(Exhibit 12). Even professional building owners and managers are still unprepared for 
the threat ahead. A recent survey of 224 facility managers revealed that 46 percent don’t 
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monitor their buildings’ automation systems for cyberattacks, and 71 percent haven’t taken 
measures to improve cybersecurity.

Our research suggests that the smart-buildings segment is still in its infancy, with many 
players still developing applications and associated security solutions. While this presents 
opportunities for semiconductor companies, it will take time until end customers deploy 
large applications at scale. That means it could be the right time for bold moves and 
investments in technology, but only for those willing to assume significant risks.

Smart homes. IoT security breaches are rising in residential applications. As noted earlier, 
however, device users are not typically the target of those breaches, and homeowners might 
never notice they’ve been compromised. Even when homeowners are directly attacked, the 
extent of their concern varies greatly. The fact that few end customers take extra steps to 
ensure security, such as updating firmware, suggests that many do not prioritize privacy 
issues. These factors may explain why end customers are extremely reluctant to pay for 
enhanced security. In one recent McKinsey consumer survey, for instance, respondents 
stated that the vast majority of their customers were concerned about security but did not 
consider it one of their top buying criteria.5

5 McKinsey iConsumer Global Research Initiative, 2015.
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Many professional building managers are not addressing Internet of Things 
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Many companies have attempted to establish security standards for smart-home IoT 
applications, including OEMs, Internet players, and tech companies. Some retailers that offer 
smart-home products have also tried to create solutions. The companies that become dominant 
within the nascent sector should prevail in setting standards, but it’s not yet clear who these will 
be. Given that there are millions of smart-home devices that could pose a threat to the public, as 
seen with the Mirai incident described earlier, governments may also issue security regulations.

Smart-home customers probably won’t acknowledge the importance of IoT security or 
express more willingness to pay until one or two major cyberbreaches make headlines. 
However, as with the automotive vertical, we believe that smart-home security could gain 
traction if developers link it with another feature that customers value, such as usability. For 
instance, most end customers find it challenging to install smart-home devices. Technologies 
or solutions that considerably simplify setup efforts and increase security could thus be in 
high demand, increasing the likelihood of profits. Players that offer hardware solutions, such 
as those that allow unique recognition, may have a particular advantage. Since many smart-
home devices have short replacement cycles, and since they require a limited investment 
per household, the market could experience healthy growth, if stimulated. To benefit from 
this trend, semiconductor companies may need to place their bets now on the smart-home 
ecosystems that will become dominant if stimulated by a major event as described above.

In summary: At first glance, it may appear too early for semiconductor companies to make bold 
moves in the smart-building and smart-home markets, but this is not necessarily the case. Players 
that want to capture these markets must believe that the size of the opportunity and the value at 
stake are potentially high and that market disruptions could rapidly increase customer demand.

Value-creation opportunities for semiconductor 
companies

With the IoT presenting important growth opportunities—potentially the largest  
available over the next decade—semiconductor companies have a strong imperative to help 
ensure its security if they want to benefit from that growth. What’s more, semiconductor 
companies that move into IoT security solutions might develop an important new revenue 
source—one that complements their core technology-focused portfolio offerings. To do so, 
however, they’ll need to carefully evaluate all investment opportunities and potential partners 
before moving ahead. We believe that semiconductor companies should choose among 
three core strategies, adapting them to suit their customers and industry (Exhibit 13):

� promoting tailored security technologies for a broad range of customers

� developing a sharper value proposition that draws attention to the benefits that  
security offerings bring to end customers

� expanding into new areas of the technology stack

Promoting tailored innovation
Semiconductor companies need to develop a tool kit of security offerings that allows them  
to customize their products by vertical and customer segment. Some offerings will provide 
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state-of-the-art security for applications requiring the most stringent degree of protection. 
In these cases, where security is an imperative, customers are willing to pay higher costs. But 
for standard applications, where customers consider security less important and are thus 
less willing to pay a premium, semiconductor companies must provide offerings with “good 
enough” security features that only protect against the most common threats. For example, 
semiconductor companies could provide technologies that enable mass-market players 
to incorporate good-enough security features directly on their microcontrollers, rather 
than using a two-chip solution, for medium- to low-risk applications. However, customers’ 
willingness to pay for security will be low, even for “good enough” solutions. In consequence, 
such solutions should be bundled with other features desired by end users. Such features  
can be completely unrelated to security. For example, they may include features that increase 
setup convenience or end-user usability.

Developing a sharper value proposition for security
As we’ve noted, most companies don’t view semiconductor players as potential partners 
in developing security solutions. To change that perception and increase the likelihood 
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of generating profits, they’ll need to create a strong value proposition for their security 
offerings. In addition to raising visibility about add-on security offerings, a targeted value 
proposition might increase a customer’s willingness to pay for them.

In consumer markets, companies often link value propositions that are difficult to understand 
for the end customer to ratings or other guidelines issued by a neutral third party. For 
instance, automotive makers have voluntarily developed vehicle-safety ratings and are 
actively publicizing their results to make consumers aware of features that might otherwise 
go unnoticed. These marketing campaigns also give their safety features more credibility. 
Energy-consumption labels have had a similar effect in a different market. Within the smart-
home market, for example, the introduction of a “security seal” could increase awareness about 
the degree of protection that each device offers. Buyers could then select products that provide 
the level of security that they deem essential and for which they are willing to pay. Ratings 
from external sources might also help consumers appreciate the importance of IoT security.

In business-to-business markets, including industrials and automotive, semiconductor 
companies need to go beyond ratings from external agencies to illustrate the value of their 
security offerings. Instead, they must create individual business cases for each customer—or 
their customer’s customer—that quantify the benefits of their security features (Exhibit 14). 
If semiconductor companies are able to express and quantify the benefits of different security 
features to end users, they can start offering value-based pricing and justify price premiums.
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Expanding into new areas of the technology stack
The IoT security challenge may help semiconductor companies expand into new  
markets along the value chain. They may especially find opportunities within the middle 
layers of the technology stack between application and hardware, such as software 
infrastructure, gateway communication, and communication protocols, since these areas 
present numerous unresolved security challenges. However, this is new ground for most 
semiconductor companies and competition will be tough, since many other players, 
including start-ups and strong incumbents from adjacent markets, are trying to develop 
security solutions for these layers.

When pursuing opportunities in the middle segment, semiconductor players must have 
a clear strategy that considers their middle-segment capabilities. Overall, success in 
obtaining value will require strong software and infrastructure-management expertise—
areas where semiconductor companies may still be developing. Thus, partnerships and 
collaborations will probably be the preferred choice. For instance, semiconductor companies 
could work with established system integrators to develop solutions related to hardware, 
such as providing firmware-management tools or services across a wide f leet of installed 
assets or providing other secure-device management tools.

Semiconductor players should also continue to look for new business models along the 
value chain. For instance, they could help create end-to-end security offerings, which are 
essential to the IoT’s success. Ideally, they should play a leading role when developing such 
offerings, to ensure that they obtain their fair share of value.
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In a hyperconnected world, hackers have multiple opportunities to seize control of IoT 
devices, such as self-driving cars, smart homes, or medical electronics. The consequences 
of such attacks could be devastating, and we’ve already seen evidence of the damage that 
they can unleash. As our research shows, semiconductor companies are well aware of 
this danger and fear that it could curtail the IoT’s growth—and, in turn, limit their own 
opportunities in this nascent sector. Despite the challenges ahead, we still believe that many 
IoT verticals present major opportunities for semiconductor companies to become part of 
the IoT security solution and capture additional value. Our survey and interviews revealed 
that semiconductor leaders see the possibilities ahead. Those companies that act now may 
become leaders—and preferred partners—in securing the IoT. 

Special thanks go to all executives from GSA member companies and beyond who 
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